	Division of Emergency Management

Continuity of Operations (COOP) Plan Outline



SECTION I:

INTRODUCTION

I-1 
Purpose (Intention and results from execution and performance of the plan.)

I-2
Applicability and Scope (Pertinent and relative measures necessary to execute the plan AND range and breadth within which the plan would be executed.)

I-3
Superscession (Documents which are archaic and irrelevant with development and execution of this plan.)

I-4
Authorities (Documents that direct an organization’s ability to act and provide the power for the actions and can be expressed
 or implied
.)
I-5
References (Documents that address issues which are related to the organization’s mission, and functions as well as activities necessary for execution of the plan.)

I-6
Policy (Course of action, guiding principles, and expedient and prudent procedures required for successful execution of the plan.)

SECTION II:

CONCEPT OF OPERATIONS (CONOP)

II-1
Objectives (Provides outline of purpose and intentions of plan.)

II-2
Planning Considerations (Assumptions used to develop basis of execution of plan.)

II-3
COOP Execution (Establishes scenarios under which the plan would be activated.)

II-4
Time-Phased Implementation (Activation of partial functions of the COOP plan to meet the threat level and to prepare for a transition to full alternate operations.)

II-5
SERT Key Staff (Provides organizational structure of leadership and specialized functions down to the bureau/unit level. This will be modified specifically for your organization.)

II-6
DEM Key Staff (Provides organizational structure of leadership and specialized functions down to the bureau/unit level. This will be modified specifically for your organization and your organization may have dual responsibilities in an emergency situation. Determination of responsibilities through the identification of mission essential functions will establish the plan framework.)

II-7
Alternate Facilities (Identification of site (primary and secondary) capable of supporting agency operations.)

II-8
Mission Essential Functions (Identification and prioritization of those functions that enable the organization to provide vital services, exercise of civil authority, maintain the safety and well-being of the general populace, and sustain the industrial and economic base in an emergency.)

II-9
Delineation of Mission Essential Functions  (Determination of organizational responsibility for ensuring continued provision of essential functions.)

II-10
Warning Conditions (Establishes parameters of alert and notification of key staff in all scenarios to include, duty and non-duty hours and with or without warning.)

II-11
Direction and Control (Documented Authorized successors at least three-levels deep at any point where policy and directional functions are carried out.)

II-12
Operational Hours (Establishes per circumstance, work times both emergency and non-emergency.)

II-13
Alert and Notification (Procedures for contacting both essential and non-essential personnel during any warning conditions which include checklists and notification lists.)

SECTION III:
RESPONSIBILITIES AND PROCEDURES

III-1
State Emergency Response Team Procedures (Your agency will have specialized lists of responsibilities based on unique organizational structure to the unit-level.)

A.
State Coordinating Officer Responsibilities

B.
State Emergency Response Team Chief Responsibilities

C.
General Counsel Responsibilities

D.
Public Information Responsibilities

E.
Operations Section Responsibilities

F.
Information and Planning Section Responsibilities

G.
Logistics Section Responsibilities

H.
Administration Section Responsibilities

I. Recovery Transition Team Responsibilities

III-2
Division of Emergency Management Procedures (This will be modified specifically for your organization and your organization may have dual responsibilities in an emergency situation. Determination of responsibilities through the identification of mission essential functions will establish the plan framework.)


A.
Office of the Director Responsibilities


B.
Office of Policy and Planning Responsibilities


C.
Bureau of Preparedness and Response Responsibilities


D.
Bureau of Recovery and Mitigation Responsibilities

E. Bureau of Compliance Planning and Support Responsibilities 

F. Geographical Information Systems Unit

G. Communications/Technology Support Unit

III-3
Personnel Coordination (Identification of key staff to support operations and communications procedures to contact and/or provide information to non-essential staff.)

III-4
Vital Records and Databases (Pre-positioning of emergency operating records and legal and financial documents regardless of media, essential to the continued functioning of an organization during and after an emergency. NOTE: Support can be obtained from the Bureau of Archives and Records Management.)

III-5
Pre-Positioned Resources (Resources necessary to perform essential functions which will be pre-identified and maintained at the alternate facilities.)

III-6
Drive-Away Kits (Pre-packaged supplies, equipment, and other logistical support which will ensure the performance of essential functions.)

III-7
Telecommunications and Information Technology Support (Establishes the provision for continued telecommunications and computer staff support.)

III-8
Transportation, Lodging, and Food (Establishes provision for logistical support to key staff operating at alternate facilities which may require short-term travel status when facility is beyond commuting distances to residence. This can be achieved through vendor support when necessary, for example, hotels, catering, etc.)

III-9
Security and Access Controls (Institutes policies for the security of primary and alternate facilities during emergency and non-emergency situations and includes provisions for identifying access restrictions. The security procedures should be able to accommodate all-hazards.)

III-10
Personal Preparedness (Establishes criteria for “personal go-kits” which should include other than official items to include, clothing, medications, personal hygiene products, etc.)

III-11
Site-Support Procedures (Identifies the initial requirements for receiving, supporting, and relocating the key staff.)
SECTION IV:
PHASE I – ACTIVATION

IV-1
Alert and Notification Procedures (Establishes specific actions to alert and notify key staff, non-essential personnel, and critical customers that COOP activation is imminent.)

IV-2
Initial Actions (Specific actions to terminate primary operations and activate key staff, communications links, and the alternate facility.)

IV-3
Activation Procedures Duty Hours (Provides specific actions for an efficient and complete transition of direction and control from primary facility to the alternate facility, and includes measures for security at both sites. The procedures should be complementary to your organization’s Building Evacuation Plans.)

IV-4
Activation Procedures Non-Duty Hours (Details key staff notification when not at primary site.)

IV-5
Deployment and Departure Procedures – Time-Phased Operations (Allowances for partial pre-deployment of any essential functions which are critical to operations and determination should be based on the level of threat. Establishes administrative procedures to allow for travel and transportation to the alternate facility.)

IV-6
Transition to Alternate Operations (Establishes the minimum standards for communication, direction and control to be maintained until the alternate facility is operational.)

IV-7
Site-Support Responsibilities (Activation of alternate facility, procedures should include provision for notification to alternate facility manager to ready site for operations.)
SECTION V:

PHASE II – ALTERNATE OPERATIONS

V-1
Execution of Mission Essential Functions (Performance of any essential functions determined to be critical to operations.)

V-2
Establishment of Communications (Re-establish normal lines of communication to all critical customers.)

V-3
Contingency Staff Responsibilities (Assign responsibilities to key staff to perform mission essential functions.) 

V-4
Augmentation of Staff (Determine if current staffing meets the workload to perform mission essential functions, and activate additional staff as necessary.)

V-5
Amplification of Guidance to Essential and Non-Essential Personnel (Provide additional guidance to all personnel in regards to duration of alternate operations and include pertinent information on payroll, time and attendance, duty assignments, etc.)

V-6
Development of Plans and Schedules for Reconstitution and Termination (Immediately begin preparation of communication and vital records and databases procedures to transfer back to primary facility. Circumstances may dictate that a new primary facility is designated and subsequently occupied.)

SECTION VI:
PHASE III – RECONSTITUTION AND TERMINATION

VI-1
Overview (Provides general guidance and policy on ending alternate operations and returning to a non-emergency status at the designated primary facility.)

VI-2
Procedures (Establishes specific actions to ensure a timely and efficient transition of communications, direction and control, and transfer of vital records and databases to primary facility.)

VI-3
After-Action Review and Remedial Action Plans (Develop task force to assess all phases and elements of the alternate operations and provide specific solutions to correct any areas of concern.)

ANNEX A:
DEFINITIONS AND TERMS (Provide terms and acronyms unique to COOP documentation.)

ANNEX B:
ACCOMPANYING STANDARD OPERATING PROCEDURES MATRIX(To be developed and distributed at a later date.)

ANNEX C:
MISSION ESSENTIAL FUNCTIONS (Specific to your agency and will be developed by your organization to the unit-level.)
ANNEX D:
CONTINGENCY OPERATIONS TEAMS (Specific to your agency and will be developed by your organization. The key staff should be determined by mission essential functions and assigned to qualified individuals.)
ANNEX E:
DELEGATIONS OF AUTHORITY (Specific to your agency and will be developed by your organization. This should be prepared in coordination with legal counsel.)
ANNEX F:
ORDERS OF SUCCESSION (Specific to your agency and will be developed by your organization. This should be prepared in coordination with legal counsel.)
ANNEX G:
DESIGNATED ALTERNATE FACILITIES (Specific to your agency and will be designated based on consideration of mission essential functions and be able to accommodate key staff. The Federal Emergency Management Agency has prepared a Federal Preparedness Circular 67 which provides considerations for determining appropriate facilities.)

ANNEX H:
INTEROPERABLE COMMUNICATIONS (Specific to your agency and will be developed by your organization. Careful consideration of redundant capabilities should be included in selection of communications equipment.) 
ANNEX I:
VITAL RECORDS AND DATABASES (Specific to your agency and will be identified based on consideration of mission essential functions. The Florida Bureau of Archives and Records Management has guidance documentation determination.)

ANNEX J:
TESTS, TRAINING AND EXERCISES (Specific to your agency and will be established to train and orientate key staff, validate plans and procedures, and test equipment. The Federal Emergency Management Agency has prepared a Federal Preparedness Circular 66 which provides considerations for determining appropriate facilities.)

ANNEX K:
MULTI-YEAR STRATEGY AND PROGRAM MANAGEMENT PLAN (Specific to your agency and will be prepared to ensure maintenance, operation, and funding for a viable COOP capability.)

ANNEX L:
ORGANIZATIONAL COOP PLANS (Specific to your agency. Multiple plans will be developed to ensure that each organizational element to the unit-level will have plans to establish a viable COOP capability.) 
� Expressed Authority – explicitly granted to an agent by a principal. 


� Implied Authority – ability to perform acts that are customary, necessary, and understood by an agent as authorized in performing acts for which the principal has given express authority.  
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