State and Local Cybersecurity Grant Program Application

The purpose of the State and Local Cybersecurity Grant Program (SLCGP) is to secure funding to improve cyber
resilience, help protect local government critical infrastructure and law enforcement operational and
information technology resources, secure critical data, and safeguard the privacy of Florida’s citizens and those
that do business with the state, municipalities, and other local government entities.

The two categories for this grant are:

e (Critical Infrastructure (Cl): Cyber hardening projects for systems such as supervisory control and data
acquisition (SCADA), industrial control systems, operational technology, and associated IT infrastructure.
e Law Enforcement: Cybersecurity risk mitigation initiatives for local law enforcement agencies.

1. Applicant Information

Organization Name: Mailing Address:

. Alternate Contact
Primary Contact Name:

Name:
. Alternate Contact
Primary Contact Phone:
Phone:
. . Alternate Contact
Primary Contact Email: .
Email(s):

Population of
Constituents Serviced
by the Organization:

Number of Employees
Within Organization:

Is the organization
jurisdiction located in a
rural area (Population of
50,000 individuals or

fewer)
Is your organization interested in participating in the Florida Cybersecurity

Operations Center by providing security telemetry?
Y/N:

2. Project Summary:

Project Name:

Anticipated Start Anticipated
Date: End Date:

Brief Project Overview—Provide a High-Level, Introductory Overview of the Project:




Funding Required:

(total without match)

3. Description of the project: Provide a general overview of the project. Describe the cybersecurity-related
problems and challenges facing your government organization. Please address a) needs and gaps b) what, if
any, critical infrastructure or law enforcement abilities are affected by this problem c) shortcomings of
existing solutions d) challenges with prior attempts to resolve the problem e) how this project significantly
solves the problem.

4. Project Benefits: Describe the anticipated cybersecurity benefits that will be realized by the organization-
e.g., risk reduction, vulnerability mitigation, hardening critical infrastructure, etc.

5. Impact if not Funded: Describe the anticipated impact to the organization and those that depend on it if
the project is not funded.

6. Project Timeline: Provide key milestones and timelines associated with the project.

7. Budget: Provide an overall budget summary for the project broken into the major components.




8. Matching Funds: This grant requires a 20% match; either Hard Match (Cash) or Soft Match (In-kind) such as
dollar value of the salary and benefits of positions associated with the project. For a more specific
explanation, see page 20 of the DHS Notice of Funding Opportunity (NOFO) Fiscal Year 2023 State and Local
Cybersecurity Grant Program.

A. Hard Match
B. Soft Match (please see pg. 20 of the NOFO for details, https://www.fema.gov/fact-sheet/department-
homeland-security-notice-funding-opportunity-fiscal-year-2023-state-and-local)

9. Risk: Provide any potential risks or challenges to the success of the project, like staffing issues, resource
availability, procurement delays, etc.

10. Budget Attachment: The budget attachment should include:

a) Detailed Line-ltems: The budget should include the total costs for the proposed project and associated
non-recurring activities that will be funded by the grant funds, as well as list the projected percentage of the
total costs for major budget categories. The budget should also show all required units of material and
labor/service, cost per unit, and total cost tor each line item wherever available. Major budget categories may
include, but are not limited to Design/Engineering, Equipment/Materials/Labor, Implementation,

Software as a Service, and Managed Services.

b) Quotes and supporting information that illustrate the expected cost for the project

c) Budget Efficiency: Please describe the steps that will be taken to achieve efficiencies in expenditures. These
may include leveraging existing assets, engaging in competitive procurement through request for proposals
(RFPs) for major purchases, or other efforts.

The budget attachment should be submitted with the application.
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